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SCANNER-INITIATED NETWORK-BASED IMAGE INPUT SCANNING 

Field of the Invention 

The present invention relates to scanning of hard-copy images to 
computers in a networked environment. In particular, the present invention 
relates to a scanning method and apparatus wherein the scanning operation is 
initiated at the scanner, and wherein image data is sent directly to a destination 
computer without the use of an intermediate server. 

Background of the Invention 

In the current office-equipment market, particularly where large corporate 
or institutional customers are involved, it is common to provide a large number of 
digital devices, such as printers, copiers, input scanners (as well as multifunction 
devices which combine these basic functions) which are interconnected over a 
network. The various devices communicate with each other as needed, through 
known methods such as internet protocol (IP), to move data relating to 
documents to be printed, copied, scanned to an electronic file, etc. 

With particular regard to image input scanning, meaning the optical 
recording of hard-copy images and rendering of the resulting image data into a 
useable digital format, it has been common in the prior art to provide what can be 
called a "pull" model. For instance, in a "one-to-one" situation where a 
destination computer is in effect dedicated to a single scanning apparatus and 
vice-versa, the computer is first set up to expect image data based on the 
recorded images from the scanner at a particular port. Only then is image data 
made available by the scanner, and this image data is "pulled" as needed by the 
computer from the scanner. Such a model becomes problematic in a network 
context, where one scanner or a population of scanners is accessible to a 
population of computers: there is a question of directing images from a scanner 



to a particular destination computer on the network, especially if the scanner is 

potentially shared among a number of human users. 

In the prior art, for input scanning in the network context, it has become 

familiar to use a "scan server" as an intermediary between one or more scanners 
5 and a population of possible destination computers. A diagram explaining the 

essentials of the use of a network server is shown as Figure 1 . The scan server 

99 is a computer which is essentially always on, and which collects, at known 

locations in its memory, all image data submitted thereto from all scanners 

associated with it. The scanners 100, which can be stand-alone scanners or 
10 represent scanning functions of other devices, such as digital copiers, each send 

all image data recorded therein to a predetermined location on the disk of server 
m 99. In turn, each of the population of possible destination computers, each of 

5 which is shown here as 200, must poll (either constantly, or when it is known that 

a particular user is looking for scanned image data) these predetermined 
ifl 15 locations on the disk of server 99, in effect waiting for the desired image data to 
^ arrive. This polling to the server 99 by any one of the computers 200 must 

O typically take place remotely, using, for example, internet protocol. When the 

y] desired image data arrives, the destination computer "pulls" the data from the 

y server's memory in a manner similar to the one-on-one model. 

M 20 The present invention is directed to a method and apparatus wherein a 

scanner may directly send image data to a particular destination computer on the 

network, without need of an intermediary scan server. 

Description of the Prior Art 

25 US Patents 6,133,985 and 6,181,893 each disclose methods relating to 

the transmission of scanned image data within a network. 

Summary of the Invention 

According to one aspect of the present invention, there is provided a 
30 method of scanning a document. At a scanner, the document is scanned to yield 
digital image data, and destination information relating to a destination computer 
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to which the digital image data is desired to be sent is entered. The image data 
is sent to the destination computer. The destination computer initiates an image 
acquisition program in response to detecting the image data at the destination 
port. 

5 According to another aspect of the present invention, there is provided a 

driver for use in a computer adapted to accept image data over a network. The 
computer comprises a port and means for directing image data received at the 
port to a target location in memory. The driver comprises means for polling the 
target location in memory, and initiating an image acquisition program in 

10 response to detecting image data in the target location. 

As used herein, the term "driver" shall be construed broadly to include any 
hardware, software, or combination thereof which carries out certain steps or 
includes means to perform certain actions. Software forming a driver or a portion 
thereof can be adapted to operate on a general-purpose computer, processor, or 

15 other device. 



Brief Description of the Drawings 

Figure 1 is a diagram showing a prior-art method of transmitting scanned 
image data over a network. 
20 Figure 2 is a diagram showing a method of transmitting scanned image 

data over a network, according to an embodiment of the present invention. 

Figure 3 is a detailed diagram of one computer of a population of 
destination computers, showing elements therein relevant to an embodiment of 
the present invention. 

25 Figure 4 is a flowchart of basic steps which provide a security function to a 

system according to one aspect of the present invention. 

Detailed Description of the Invention 

Figure 2 is a diagram showing a method of transmitting scanned image 
30 data over a network, according to an embodiment of the present invention. 
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According to this embodiment, there is provided a scanner-initiated "push model" 
for getting scanned images to a destination computer. 

As shown in the Figure, a user goes up to a scanner 100 and loads hard- 
copy images, such as sheets of paper, to be scanned (the hard-copy images, 
5 singly or collectively, can be referred to as "a document"). The scanner 100 may 
be in effect a part of a multifunction office machine, such as a combination 
scanner-printer-copier, of a type generally familiar in the art and, for example, 
sold under the Xerox® DocumentCentre™ series. Typically, such a scanner 100 
further includes a user interface (Ul), indicated generally as 102, through which a 

10 user standing at scanner 100 can enter supplemental information about a desired 
scanning operation. The Ul is typically in the form of a touchscreen or a 
computer screen with associated keyboard, but could well be in other forms, 
such as in the form of a marked sheet which interacts with special software 
associated with the scanner, such as in the Xerox® FlowPort™ product. With 

15 particular reference to the present invention, a user submitting a hard-copy 
scanning job at a scanner 100 will further submit through user interface 102 what 
will here be called a "template," which can be defined as a set of instructions 
accompanying the image data created by the scanning job. With the present 
invention, such a template includes instructions about a destination computer, or 

20 even a destination file associated with the destination computer, to which the 
scanned image data is to be sent. 

In practical embodiments of the present invention, the template for a 
particular scanning job is selected from a menu, the menu typically reflecting 
computers or file servers that belong to or are often used by local personnel. 

25 The menu of templates may reside in the scanner 100 or in a local server or 
personal computer in the area. The various destinations associated with the 
selectable templates may be displayed to the user in a user-friendly format (e.g., 
"Joe's sales receipts") but the displayed names translate to the IP addresses of 
ports on known computers, as well as to official file or folder names. The transfer 

30 protocols specified by the templates are typically ftp or http. 
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After the hard-copy images are scanned and the resulting image data 
temporarily retained in a memory at the scanner 100, some sort of send 
instruction given through Ul 102 causes the image data to pass from the memory 
in scanner 100 directly to a predetermined port 202 associated with the 
5 destination computer 200, which was identified by its IP address. In one 
embodiment, the image data passes in TIFF format. 

Another function according to one aspect of the present invention is that 
an image acquisition program (indicated as 212, to be described in detail below) 
running on the computer 200, such as the Microsoft® Windows™ Image 

10 Acquisition (WIA) Scanner and Camera Wizard, can be initiated in response to 
incoming image data. The basic function of such an image acquisition program 
is to acquire the image data and transfer it in a suitable form to software running 
on the operating system of the computer. 

Figure 3 is a detailed diagram of one computer 200 of a population of 

is destination computers, showing elements therein relevant to an embodiment of 
the present invention. A predetermined port 202 is assigned to accept the ftp 
files from the scanner. An FTP daemon 204 is used to convey the TIFF files 
under the FTP protocol to the predetermined file location 206 in the destination 
computer's disk memory 208. The predetermined port 202 of the destination 

20 computer 200 is associated by the daemon 204 with the root directory of the 
computer 200, which in turn can direct the incoming image data to a particular 
named folder or file 206. 

The predetermined "target file" 206 of the destination computer is polled at 
all times to check for incoming TIFF images such as from an external scanner, 

25 regardless of whether any image data was expected at any time. The polling is 
performed by what is here called a "driver 1 ' 210. The driver 210 is associated 
with an image acquisition program 212: in a practical embodiment of the 
invention as of the filing hereof, the image acquisition program 212 is the 
Microsoft® Windows™ Image Acquisition Scanner and Camera Wizard 

30 (hereinafter, WIA). In this context, when the driver 210 detects the presence of 
image data in target file 206, the driver 210 initiates or otherwise in effect 
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activates the image acquisition program 212, particularly by sending an "image 
scanned event" signal to the WIA. The WIA system has its own utilities for 
handling incoming image data, which are provided by its vendor, among which 
are the ability to ferry images to a further application 214. Examples of such 
further applications which may accept the scanned image data are Microsoft® 
Paint™ or image management programs provided by Eastman Kodak® or other 
vendors. The further application 214 may be caused to be started up or 
otherwise initiated or activated by the driver 210 detecting image data in the 
target file 206. 

In the described embodiment, it will be noted that the image acquisition 
program, WIA, includes functions associated with a digital camera, as opposed to 
a scanner for documents, even though the recorded images originate from a 
scanner, such as one with an automatic document handler. It has been found 
that certain features available on commercial software suitable for digital 
cameras, such as cropping and rotation, are useful in the scanning context as 
well. 

The overall advantage of the above-described system is that, in contrast 
to prior-art arrangements known to applicants, scanning of documents can be 
initiated at the scanner without preparing a computer in advance, as opposed to 
having to set up a destination computer to in effect retrieve image data from the 
scanner. With the present invention, necessary programs for accepting image 
data, such as WIA 212 and further programs 214, are initiated automatically 
when image data is received, and the incoming image data can thus be directed 
to desired locations in these programs, such as through default selections made 
at these programs. Further, the need for an intermediate scan server, such as 
shown as 99 in Figure 1, is eliminated. Also, the present system avoids the need 
for polling through a port of a destination computer 200: all polling with the 
present system is performed within each possible destination computer 200. 

A practical implication of the above-described system is that a user of a 
computer 200 on a network may desire to restrict access to his scanning-related 
resources, that is, the user may wish to receive data only from approved external 



devices. In the present context, "external devices" means scanners, but could 
conceivably be any device which can send data to the port 202. Figure 4 is a 
flowchart of basic steps, such as could be carried out by driver 210 (in this 
embodiment, in combination with FTP daemon 204), which provides a security 
5 function to the above-described system. 

According to this embodiment, at some initial setup, a user of a computer 
enters a name or address of an "approved" scanner or other device from which 
image or other data will be accepted (step 400). The entering step can be 
performed in any number of ways, such as by a systems administrator, through a 
10 menu, using aliases for the scanner, etc., as is generally familiar in network 
m management of office equipment. Upon entry of an approved scanner, the ftp 

J daemon 21 1 attempts to send a "template" to the IP address of the scanner (step 

W 402). This template includes the IP address of the computer. If successful, the 

CJ scanner retains the template (step 404), and then sends a confirmation to the 

is computer (step 406). Assuming the confirmation is received before a time-out 

D (step 408), the computer then retains the IP address of (or other information 

fti 

y about) the scanner on an "approved list" which is retained by the driver (step 

5? 410). The "approved list" of IP addresses or equivalent information may consist 

H of one IP address. 

20 Subsequently, when it is desired to send image data from the scanner, as 

part of the sending step described above with regard to Figure 2 (step 420), the 
scanner uses the retained template data about the destination computer to find 
the computer's IP address, and sends that information as part of a template to 
the destination computer (step 422). The FTP daemon 204 in the destination 
25 computer 200 determines the IP address of the sending scanner when a 
connection is attempted (step 424). The driver 210 then compares the scanner's 
IP address to the approved list (step 426): if the scanner is approved, the image 
data is permitted to enter target file 206 (step 428) and thus, in this embodiment, 
cause initiation of WIA 212 and other programs. If the scanner's IP address is 
30 not on the approved list, the connection is immediately closed is generated (step 
430), and an error message can be returned to the scanner and also to the Ul of 
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the computer 200, in which case an error message will say that an unauthorized 
image input had been attempted, and even give the IP address or other 
information about the attempting scanner. The purpose of this immediate closure 
is to prevent any "hacking" of any files within the destination computer. 
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